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OverviewOverview

�� Vendor ContractsVendor Contracts

�� HIPAA and System DesignHIPAA and System Design

�� How to Enlist Provider ParticipationHow to Enlist Provider Participation

�� Questions/DiscussionQuestions/Discussion

Current EnvironmentCurrent Environment

The Times They Are A ChanginThe Times They Are A Changin’’
–– Bob Dylan, 1964Bob Dylan, 1964

Confluence of events meansConfluence of events means……

�� that the way health care providers have used IT that the way health care providers have used IT 
in the pastin the past

�� And the measures they have taken to protect And the measures they have taken to protect 
the privacy of health information and the the privacy of health information and the 
security of electronic health informationsecurity of electronic health information

�� Are no longer acceptableAre no longer acceptable
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Current EnvironmentCurrent Environment

Key component of President ObamaKey component of President Obama’’s s 

campaign platformcampaign platform

The Obama plan will lower health care costs by The Obama plan will lower health care costs by 

$2500 for a typical family by investing in health $2500 for a typical family by investing in health 

information technology, prevention and care information technology, prevention and care 

coordination.coordination.

Current EnvironmentCurrent Environment

Key component of President ObamaKey component of President Obama’’s Economic s Economic 

Recovery Plan Recovery Plan –– Radio Address, December 6, 2008Radio Address, December 6, 2008

In addition to connecting our libraries and schools to the In addition to connecting our libraries and schools to the 

Internet, we must also insure that our hospitals are connected Internet, we must also insure that our hospitals are connected 

to each other through the Internet.  That is why the economic to each other through the Internet.  That is why the economic 

recovery plan Irecovery plan I’’m proposing will help modernize our health m proposing will help modernize our health 

care systemcare system——and that wonand that won’’t just save jobs, it will save lives.  t just save jobs, it will save lives.  

We will make sure that every doctorWe will make sure that every doctor’’s office and hospital in s office and hospital in 

this country is using cutting edge technology and electronic this country is using cutting edge technology and electronic 

medical records so that we can cut red tape, prevent medical medical records so that we can cut red tape, prevent medical 

mistakes, and help save billions of dollars each year.mistakes, and help save billions of dollars each year.

Current EnvironmentCurrent Environment

�� Increase in enforcement of HIPAA privacy and Increase in enforcement of HIPAA privacy and 

security along with possibility (probability?) of security along with possibility (probability?) of 

additional federal privacy regulation.additional federal privacy regulation.

�� Since 2005, reported breaches of data security Since 2005, reported breaches of data security 

compromised over 250 million records.compromised over 250 million records.

�� October 27, 2008 memo from HHS OIG October 27, 2008 memo from HHS OIG 

criticizing CMS actions to assure implementation criticizing CMS actions to assure implementation 

of the HIPAA Security Rule.of the HIPAA Security Rule.
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Current EnvironmentCurrent Environment

�� Providence Health & Services enters into Providence Health & Services enters into 

Resolution Agreement agreeing to pay $100,000 Resolution Agreement agreeing to pay $100,000 

fine for failing to adequately protect backup fine for failing to adequately protect backup 

tapes, optical disks and laptops, all containing tapes, optical disks and laptops, all containing 

unencrypted electronic PHI.  All were stolen and unencrypted electronic PHI.  All were stolen and 

compromised PHI of 368,000 patients.compromised PHI of 368,000 patients.

�� Two bills to increase protections for PHI Two bills to increase protections for PHI 

introduced in Congress in 2008.introduced in Congress in 2008.

Current EnvironmentCurrent Environment

�� 44 States and the District of Columbia have 44 States and the District of Columbia have 

enacted data breach notification laws.  Most do enacted data breach notification laws.  Most do 

not specifically address health or medical not specifically address health or medical 

information but beginning to be specifically information but beginning to be specifically 

addressed (Arkansas, Delaware, California).addressed (Arkansas, Delaware, California).

�� Nevada and Massachusetts now require Nevada and Massachusetts now require 

encryption of transmitted personal information.encryption of transmitted personal information.

�� FTC Red Flag rules.FTC Red Flag rules.

Vendor Contract IssuesVendor Contract Issues
Risk Allocation Risk Allocation –– past, standard contract language no past, standard contract language no 
longer acceptable.longer acceptable.

Warranty Warranty –– The above is a limited warranty and it is the only The above is a limited warranty and it is the only 
warranty made by licensor.  Licensor makes and licensee warranty made by licensor.  Licensor makes and licensee 
receives no warranty express or implied and there are expressly receives no warranty express or implied and there are expressly 
excluded all warranties of merchantability and fitness for a excluded all warranties of merchantability and fitness for a 
particular purpose.  Licensor shall have no liability with respeparticular purpose.  Licensor shall have no liability with respect ct 
to its obligations under this agreement for consequential, to its obligations under this agreement for consequential, 
exemplary, or incidental damages even if it has been advised of exemplary, or incidental damages even if it has been advised of 
the possibility of such damages. The stated express warranty is the possibility of such damages. The stated express warranty is in in 
lieu of all liabilities or obligations of licensor for damages lieu of all liabilities or obligations of licensor for damages 
arising out of or in connection with the delivery, use, or arising out of or in connection with the delivery, use, or 
performance of the software systems.performance of the software systems.
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Vendor Contract IssuesVendor Contract Issues

LIMITATION OF LIABILITY LIMITATION OF LIABILITY ––

Licensor shall have no liability with respect to its obligationsLicensor shall have no liability with respect to its obligations
under this agreement or otherwise for consequential, exemplary, under this agreement or otherwise for consequential, exemplary, 
special, indirect, incidental or punitive damages even if it hasspecial, indirect, incidental or punitive damages even if it has
been advised of the possibility of such damages.  This limitatiobeen advised of the possibility of such damages.  This limitation n 
applies to all causes of action or claims in the aggregate, applies to all causes of action or claims in the aggregate, 
including without limitation to breach of contract, breach of including without limitation to breach of contract, breach of 
warranty, indemnity, negligence, strict liability, warranty, indemnity, negligence, strict liability, 
misrepresentation, and other torts. Both parties understand and misrepresentation, and other torts. Both parties understand and 
agree that the remedies, exclusions and limitations herein agree that the remedies, exclusions and limitations herein 
allocate the risks of product and service nonallocate the risks of product and service non--conformity between conformity between 
the parties as authorized by the uniform commercial code and/or the parties as authorized by the uniform commercial code and/or 
other applicable laws. The royaltyother applicable laws. The royalty--free license herein reflects, free license herein reflects, 
and is set in reliance upon, this allocation of risk and the and is set in reliance upon, this allocation of risk and the 
exclusion of consequential damages and limitations of liability exclusion of consequential damages and limitations of liability 
set forth in this agreement.set forth in this agreement.

Vendor Contract IssuesVendor Contract Issues
�� Who Bears RiskWho Bears Risk

–– Consequential DamagesConsequential Damages

–– Customer DamagesCustomer Damages

–– DefenseDefense

–– Required NotificationsRequired Notifications

–– Cost of Remediation/FixesCost of Remediation/Fixes

–– Fines and PenaltiesFines and Penalties

–– Lost Profits, Goodwill, ReputationLost Profits, Goodwill, Reputation

–– Criminal or Willful ConductCriminal or Willful Conduct

–– Gross NegligenceGross Negligence

Vendor Contract IssuesVendor Contract Issues

�� SubcontractorSubcontractor

–– What standards applyWhat standards apply

–– Who is responsible for complianceWho is responsible for compliance

–– Who bears riskWho bears risk
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Vendor Contract IssuesVendor Contract Issues

�� New Legislation/RegulationsNew Legislation/Regulations

–– Flexibility to addressFlexibility to address

–– Who bears the costWho bears the cost

Vendor Contract IssuesVendor Contract Issues

�� Compliance Compliance –– Can you afford to be Can you afford to be ““hands hands 

offoff”” regarding whether a vendor is regarding whether a vendor is 

complying with privacy/security complying with privacy/security 

requirements?requirements?

HIPAA and System DesignHIPAA and System Design

�� Audit and Logging CapabilitiesAudit and Logging Capabilities

�� EndEnd--User/Employee SecurityUser/Employee Security

We have met the enemy and he is us.We have met the enemy and he is us.
-- Pogo, 1970Pogo, 1970
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Other IssuesOther Issues

�� What is the Medical Record?What is the Medical Record?

�� Record retention and management Record retention and management –– what what 

are you legally obligated to retain?are you legally obligated to retain?

Enlisting ProvidersEnlisting Providers

Overcoming Inertia Overcoming Inertia –– Action PlanAction Plan

�� Mission critical emphasisMission critical emphasis

�� Publicize early success storiesPublicize early success stories

�� Recruit a physician leader to educate Recruit a physician leader to educate 

physician communityphysician community

�� Involve Medical Staff BoardInvolve Medical Staff Board

�� Consider potential role in P4P goalsConsider potential role in P4P goals

Enlisting ProvidersEnlisting Providers

Overcoming Inertia Overcoming Inertia -- BenefitsBenefits

�� Greater efficiency, easier access to recordsGreater efficiency, easier access to records

�� Easier to read other practitionersEasier to read other practitioners’’ notesnotes

�� Compare to other tech advances Compare to other tech advances 

(Blackberry, MS Office calendar)(Blackberry, MS Office calendar)
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Enlisting ProvidersEnlisting Providers

Overview of Take AwaysOverview of Take Aways

�� InteroperabilityInteroperability

–– software is technologically capablesoftware is technologically capable

–– freedom to use with othersfreedom to use with others

�� DocumentationDocumentation

�� Not a condition of doing businessNot a condition of doing business

�� Not related to referrals or generating Not related to referrals or generating 
businessbusiness

�� Physician pays at least 15% of donorPhysician pays at least 15% of donor’’s s 
cost without donor financing (EHR)cost without donor financing (EHR)

Enlisting ProvidersEnlisting Providers

Overview of Main AuthoritiesOverview of Main Authorities
�� Stark ExceptionsStark Exceptions

–– Electronic Prescribing, 42 CFR 411.357(v)Electronic Prescribing, 42 CFR 411.357(v)
–– Electronic Health Records, 42 CFR 411.357(w)Electronic Health Records, 42 CFR 411.357(w)

–– CommunityCommunity--Wide HIS, 42 CFR 411.357(u)Wide HIS, 42 CFR 411.357(u)

–– OthersOthers

�� AntiAnti--Kickback Safe HarborKickback Safe Harbor
–– Electronic Prescribing, 42 CFR 1001.952(x)Electronic Prescribing, 42 CFR 1001.952(x)

–– Electronic Health Records, 42 CFR 1001.952(y)Electronic Health Records, 42 CFR 1001.952(y)

�� Tax Exempt StatusTax Exempt Status
–– May 11, 2007 IRS Memorandum May 11, 2007 IRS Memorandum 
http://www.irs.gov/pub/irshttp://www.irs.gov/pub/irs--tege/ehrdirective.pdftege/ehrdirective.pdf

Enlisting ProvidersEnlisting Providers

Stark: Electronic PrescribingStark: Electronic Prescribing

�� provided by:  hospital to member of medical provided by:  hospital to member of medical 
staff, group to group member, PDP sponsor or staff, group to group member, PDP sponsor or 
MA organization to prescribing physician;MA organization to prescribing physician;

�� program meets Part D requirements at time program meets Part D requirements at time 
provided provided (42 CFR 423.160)(42 CFR 423.160)

�� interoperability not restrictedinteroperability not restricted

�� physician free to use with any patient regardless physician free to use with any patient regardless 
of payorof payor
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Enlisting ProvidersEnlisting Providers

Stark: Electronic Prescribing (conStark: Electronic Prescribing (con’’t)t)

�� receipt/amount of IT not a condition of physician receipt/amount of IT not a condition of physician 
doing business with donordoing business with donor

�� eligibility and amount provided does not take eligibility and amount provided does not take 
into account volume or value of referrals or into account volume or value of referrals or 
business generatedbusiness generated

�� written signed agreement that specifies written signed agreement that specifies 
items/services, donoritems/services, donor’’s cost, and cross s cost, and cross 
reference, incorporation, or master list of all reference, incorporation, or master list of all 
items/services provideditems/services provided

�� not duplicating physiciannot duplicating physician’’s existing s existing 
items/services (reckless disregard)items/services (reckless disregard)

Enlisting ProvidersEnlisting Providers

Stark:  EHRStark:  EHR

�� items/services provided by entity furnishing DHSitems/services provided by entity furnishing DHS

�� software interoperable (deeming provisions)software interoperable (deeming provisions)

�� no limit or restriction on use with other systemsno limit or restriction on use with other systems

�� physician pays 15% of donorphysician pays 15% of donor’’s cost before receipt (no s cost before receipt (no 
loans)loans)

�� not a condition of physician doing business with donornot a condition of physician doing business with donor
�� eligibility and amount provided does not take into eligibility and amount provided does not take into 

account volume or value of referrals or business account volume or value of referrals or business 
generated (deeming provisions)generated (deeming provisions)

�� written signed agreement that specifies items/services, written signed agreement that specifies items/services, 
donordonor’’s cost, physician contribution, and cross reference, s cost, physician contribution, and cross reference, 
incorporation, or master list of all items/services incorporation, or master list of all items/services 
providedprovided

Enlisting ProvidersEnlisting Providers

Stark:  EHR (conStark:  EHR (con’’t)t)

�� not duplicating physiciannot duplicating physician’’s existing s existing 
items/services (reckless disregard)items/services (reckless disregard)

�� physician free to use with any patient regardless physician free to use with any patient regardless 
of payorof payor

�� no office staffing or primary use unrelated to no office staffing or primary use unrelated to 
medical practicemedical practice

�� electronic prescribing capability meets Part D electronic prescribing capability meets Part D 
standards (42 CFR 423.160)standards (42 CFR 423.160)

�� no violation of federal or state billing or claims no violation of federal or state billing or claims 
submission lawsubmission law

�� done by December 31, 2013done by December 31, 2013
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Enlisting ProvidersEnlisting Providers

Stark:  CommunityStark:  Community--Wide HISWide HIS

�� covers hardware and software covers hardware and software 

�� items or services must be available as necessary items or services must be available as necessary 
to enable physician participationto enable physician participation

�� principally used by physician as part of principally used by physician as part of 
community systemcommunity system

�� doesndoesn’’t take into account volume or value of t take into account volume or value of 
referrals or other business generatedreferrals or other business generated

�� available to all who wish to participateavailable to all who wish to participate

�� no violation of federal or state billing or claims no violation of federal or state billing or claims 
submission lawsubmission law

Enlisting ProvidersEnlisting Providers

Stark:  Other ExceptionsStark:  Other Exceptions

�� NonNon--Monetary Compensation up to $300, Monetary Compensation up to $300, 

42 CFR 411.357(k)42 CFR 411.357(k)

�� Fair Market Value Compensation, 42 CFR Fair Market Value Compensation, 42 CFR 

411.357(l)411.357(l)

�� Medical Staff Incidental Benefits, 42 CFR Medical Staff Incidental Benefits, 42 CFR 

411.357(m)411.357(m)

Enlisting ProvidersEnlisting Providers

AKAAKA

�� Electronic Prescribing, 42 CFR 1001.952(x)Electronic Prescribing, 42 CFR 1001.952(x)

�� Electronic Health Records, 42 CFR Electronic Health Records, 42 CFR 

1001.952(y)1001.952(y)

�� Requirements similar, but not identical, to Requirements similar, but not identical, to 

Stark exception requirementsStark exception requirements
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Enlisting ProvidersEnlisting Providers

Tax Exempt StatusTax Exempt Status

�� May 11, 2007 IRS MemorandumMay 11, 2007 IRS Memorandum

–– must meet EHR Regulations, plus:must meet EHR Regulations, plus:

–– Health IT Subsidy ArrangementsHealth IT Subsidy Arrangements

�� both parties will comply with EHR Regulationsboth parties will comply with EHR Regulations

�� hospital access to all records created with systemhospital access to all records created with system

�� IT and services available to all medical staff IT and services available to all medical staff 
physiciansphysicians

�� same subsidy level available to all medical staff same subsidy level available to all medical staff 

physicians or level varies by criteria related to physicians or level varies by criteria related to 

community needscommunity needs

Enlisting ProvidersEnlisting Providers

Take AwaysTake Aways

�� InteroperabilityInteroperability

–– software is technologically capablesoftware is technologically capable

–– freedom to use with othersfreedom to use with others

�� DocumentationDocumentation

�� Not a condition of doing businessNot a condition of doing business

�� Not related to referrals or generating Not related to referrals or generating 
business (document offering to all)business (document offering to all)

�� Physician pays at least 15% of donorPhysician pays at least 15% of donor’’s s 
cost without donor financing (EHR)cost without donor financing (EHR)

Enlisting ProvidersEnlisting Providers

Pop QuizPop Quiz

�� medical staff use of dedicated computer medical staff use of dedicated computer 

terminal in hospital for treatment of terminal in hospital for treatment of 

hospital patientshospital patients

�� physician requests that hospital provide physician requests that hospital provide 

her with an external hard drive to facilitate her with an external hard drive to facilitate 

storage of EHRstorage of EHR
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Thank you!Thank you!

For more information  

please contact:

Matthew G. Weber

William H. Fischer

Holland & Hart LLP
(303) 295-8000

mweber@hollandhart.com

whfischer@hollandhart.com


