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Agenda

• What is a risk assessment
• Why should we spend the resources to conduct a risk 

assessment
• What are the benefits of a risk assessment
• How do I do it
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What

• The risk analysis is a systematic approach utilized to 
identify, document and to categorize risks

• The risk analysis will provide an accurate assessment of 
the probability and impact of risks associated with 
operations
– A good understanding of underlying factors are a key element to 

the success and effectiveness of a Compliance and Risk 
Program
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Why

• The risk analysis is a big project
• This project will:

– Prioritize the Compliance - Risk Management Department’s 
budget by identifying those areas most in need

– Focus validation visits
– Enable you to modify and improve your Compliance - Risk 

Management Department program components to reduce risk 
to the company 

– Prioritize needed improvements for operations 
– Serve as a benchmark for future analysis
– Help you better protect your company
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Benefits

• Adherence to the findings will decrease the likelihood of 
inadvertent criminal conduct

• Will provide an affirmative defense to allegations of 
deficiencies in the Compliance - Risk Management 
program 

• Provide better service to your residents
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Goals

• To evaluate and prioritize legal issues, ethics issues,  
misconduct and other risks specific to current 
organizational operations

• To assist the company in the development of risk 
mitigation plans, including corporate policies and 
controls

• To provide rationale for planned compliance and ethics 
programs, including ethics and compliance training

• To align an organizational compliance program with 
Federal Sentencing Guidelines

• To develop a benchmark for ongoing risk assessment 
and measurement of the program's effectiveness
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Goals

• To validate the effectiveness of the company’s mitigation 
plans
– This will become increasingly important as the new MIP audit 

programs and the RAC audit programs begin to roll-out
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Considerations When Constructing the Assessment

• Best methodology to identify risks
– Inherent risk

• Best methodology score risks
• Best methodology identify mitigating factors
• How will you factor in impact of mitigating factors
• Will your assessment determine which risks place the 

company in the greatest jeopardy
– Residual risk

• Will there be a plan to develop actions to mitigate risks 
based on the risk assessment
– Failure to act on a known risk increases the liability of the risk
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Methodology

• Risk Identification 
– Determine which risks are relevant to your organization and 

document their characteristics
• Inherent risk

• Analysis 
– Prioritize risks for subsequent further analysis or action by 

assessing and combining their probability of occurrence, 
impact and mitigating factors

– Numerically analyze the overall effect of risks on the 
organization

• Residual risk
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Methodology

• Risk Tolerance
– Accept the inherent risk

• Each organization must determine their risk appetite

• Risk Mitigation 
– Develop options and actions to enhance opportunities and/or 

reduce threats to the organization

• Risk Transfer
– Develop options and actions to enhance opportunities and/or 

reduce threats to the organization and purchase liability 
coverage
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Identifying Inherent Risks

• OIG Workplan 
• OIG advisory opinions 
• Hotline call data 
• Events reporting system
• Internal audit reports 
• Review of CIAs of similar providers
• Consultation with 

– Operations 
• Clinical (each area)

• Financial
• HR
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Consultation With: continued

– Operations 
• Worker’s Comp

• OSHA
• Contract Management

• Physical Plant

• Legal
• Payroll

• Planning

• Marketing
• ?

• The last step (consultation with operations) is perhaps 
the most important, nobody understands the risks of a 
job better than the people that perform the functions of 
the area
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Risk Probability (Likelihood)

• Risk probability is a combination of internal and 
external factors that determine the probability that a 
particular type of misconduct or omission will occur
– Low
– Medium
– High
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Scoring the Probability and Impact

· Probability - the frequency that the risk event occurs 
(1 = low frequency, 5 = high frequency)

· Impact - The potential consequences if the risk event 
occurs, (1 = low consequence, 5 = high consequence) 

· Risk Score - The combined probability and impact 
score
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Factors Influence the Risk Probability

• Organization's:
– business activities 
– policies, processes and controls
– culture and ethics

• risk tolerance

– employee knowledge, awareness and intent
– support and expectations of senior management, executive 

staff, and board of directors
– implementation of new regulatory acts
– government altering enforcement practices
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Risk Impact

• Based on the worst that could happen should a 
particular type of misconduct occur

• When performing your assessment you must decide 
if your impact score is based on the impact at the 
company level or at the facility level
– Your choice will be based on the structure of your company  
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Impact Factor Considerations

• Civil and criminal penalties potentially resulting from 
violations 

• Legal defense costs 
• Litigation settlements 
• Impact on a company's revenue, earnings and 

bottom line 
• Impact on a company's stock value 
• Impact on credit rating and cost of capital 
• Employee turnover 
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Impact Factor Considerations

• Customer loss 
• Change in business model 
• Change in market share 
• Reputation damage 
• Negative media coverage 
• Increased future costs of compliance 
• Current and anticipated regulatory initiatives and 

enforcement/prosecution priorities



www.hcca-info.org | 888-580-8373 19

Mitigating Factors

• Reviewed and identified:
– Policies
– Procedures
– Education 
– Monitoring
– Any other factors that would mitigate the risk?  
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Sample Work Page
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Scoring Risk and Mitigating Factors

• We have:
• Identified the risks

– risk probability
– risk impact

• Identified mitigating factors
– P/P
– Education
– Monitoring

• Now we must:
– Factor in impact of mitigating factors and assign numerical 

values to our work sheet
– Determine which risks place the company in the greatest 

jeopardy
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Scoring Mitigating Factors

• Probability and Impact have already been determined
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Scoring Mitigating Factors

• Policy and procedure
– Adequate P/P add 0% to probability + impact score
– Inadequate P/P add 50% to probability + impact score
– No P/P add 100% to probability + impact score



www.hcca-info.org | 888-580-8373 24

Scoring Mitigating Factors

• Education
– Adequate Education add 0% to probability + impact score
– Inadequate Education add 25% to probability + impact score
– No Education 50% to probability + impact score
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Scoring Mitigating Factors

• Auditing/Monitoring
– Adequate Auditing/Monitoring add 0% to probability + impact 

score
– Inadequate Auditing/Monitoring add 25% to probability + impact 

score
– No Monitoring add 50% to probability + impact score
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Score Page
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Score Sheet Example
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Operations Input

• Present initial work page and score pages
• Operations review of mitigating factors to assure all have 

been captured
• Operations review of probability and impact scoring
• Make changes and sort by score
• Correlate operation’s greatest concerns with Risk 

Assessment’s findings
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Act on the Results

• Assist the operator in developing plans to mitigate the 
risk associated with the identified items

• Develop a validation audit to determine the validity and 
effectiveness of operation’s plan

• The risk assessment should be completed annually
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Questions

•


