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Agenda

» HealthPartners background
* Where does Compliance and Audit intersect?

* What is the difference between monitoring and
auditing?

* How do we manage the intersection?

* What does the risk assessment process entail?
» What are the main challenges with coordination?
* What other areas should be considered?

* Questions
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HealthPartners Background

e Our mission : To improve the health of our members,
our patients and the community

* Founded in 1957

* An integrated health care organization providing health
care services and health plan financing and
administration

» About 10,000 physicians, dentists and staff in 70
locations in the Twin Cities, St. Cloud and Duluth

* Ninth largest employer in Minnesota, largest private
employer in St. Paul

* More than 640,000 members in Minnesota, western
Wisconsin, North and South Dakota and lowa
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HealthPartners Background

» Offers national health plan coverage through an
affiliation with CIGNA HealthCare to companies with
employees in Minnesota and across the country

» Covers nearly one in four residents in Twin Cities Metro
area

» Largest consumer governed non-profit health care
organization in the nation

* Products:
— Commercial, fully and self-insured
— HRA'’s, FSA’s, HSA'’s (consumer directed)

— Public Programs
» Medicare Advantage, Medicare Cost, Part D, PFFS
 State public programs
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Where does Compliance and Audit intersect?

Compliance Frameworks Internal Audit

» Seven Elements of
a Compliance Plan

1. Oversight and
delegation

Written Standards
Education and training
Reporting channels

Response and
discipline Control Environraent

Risk Assessme 1t

a LN

o

Auditing and monitoring

7. Investigation and Source: COSO (Committee of

remediation Sponsoring Organizations of the
Treadway Commission)
) Framework
www.hcca-info.org | 888-580-8373 5

Where does Compliance and Audit intersect (cont'd)?

* Control Environment

— The Control environment sets the tone of an organization,
influencing the control consciousness of its people (Oversight
and Delegation)

* Risk Assessment

— Risk Assessment is the identification and analysis of the risks
that an entity faces in achieving its objectives and the
determination of how those risks will be managed (Oversight and
Delegation)

* Control Activities

— Control activities are the policies and procedures that help
ensure management directives are carried out (Written
Standards, Education and Training, and Response and
Discipline)
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Where does Compliance and Audit intersect (cont'd)?

* [nformation and Communication

— The quality of the information is only as good as the ability of the
communications channels that will deliver the information to the
places it is needed (Reporting Channels)

* Monitoring

— Internal control systems need to be monitored—a process that
assesses the quality of the system’s performance over time
(Auditing and Monitoring and Investigation and Remediation)
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What is the difference between monitoring and auditing?

» Effectiveness can be assessed by:
— Ongoing activities (monitoring)
— Separate evaluations (auditing)
— Or a combination of the two

« Ongoing monitoring occurs in the course of operations. It includes:
— Regular management and supervisory activities (example —
routine review of timing of appeal decisions)
— Other actions personnel take in performing their duties

» The scope and frequency of separate evaluations (auditing) will
depend primarily on an assessment of risks and the effectiveness of
ongoing monitoring procedures. Audits are typically done by an
independent party following auditing standards.
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How do we manage the intersection?

* Involve business units and all risk management
departments (legal, compliance, internal audit) in risk
assessment process

* Meet to discuss priorities, overlap, and coordination
» Create annual work plans

» Leverage other activities (SOX, departmental monitoring,
SAS#70, etc.)

* Meet to discuss work plan status, results, modifications,
etc.

» Use risk based audit methodology
» Track issues to identify trends
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What does the risk assessment process entail?

+ Define risk attributes
+ Determine risk criteria

» Meet with leadership to discuss and document risks,
assess impact and likelihood, and identify key controls
(facilitated by internal audit management)

* Populate risk assessment model detail (see example)
» Review with area leadership

* Prepare roll-up summary (see example)

* Meet with Senior Leadership and Board

» Determine update cycle
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Defining Risk Attributes

* The main two attributes can be classified as:
— Cause
— Effect

* The assessment of risk is a function of:

— The resulting impact of the effect (e.g., on revenue,
reputation, reporting, etc.)
— The likelihood of the cause occurring

compLIANCE www.hcca-info.org | 888-580-8373 11

ASSOCIATION

Defining the Criteria

Example

Risk Factor High Moderate Low
IMPACT
Member/ Employee retention rates are reduced in excess of 10% Employee retention rates are reduced between 5% and 10% Employee retention rates are reduced by less than 5%
Patieny Less than 5% increase in volumes of member/patient
Employee complaints.
‘Satisfaction Greater than 10% increase in volumes of memberpatient Between a 5% and 10% increase in volumes of member/patient
complaints. complaints
Reputation Systematic failure to comply with legal or regulatory Failure to comply with legal or regulatory requirements in some instances Failure to comply with legal or regulatory requirements
requirements in non-serious and isolated cases
Isolated publicity or other instance resulting in non.
‘Some publicity or other instance resulting in moderate reputational serious and isolated reputational damage
| damage

Significant publicity or other instance resulting in reputational
damage

Financial Impact Adverse impact on actual revenues or actual costs of Adverse impact on actual revenues or actual costs of $500,000 10 $5 Adverse impact on actual revenues or actual costs of
> $5 million million <$500,000
Quality and Patient Safety Number of sentinel events increase in excess of 10% Number of sentinel events increase between 5% and 10% Number of sentinel events increase less than 5%
Medicallhealth care erfors increase in excess of 10% Medicalihealth care errors increase between 5% and 10% Medicallhealth care erfors increase less than 5%
Infection rates increase in excess of 10% Infection rates increase between 5% and 10% Infection rates increase by less than 5%
Greater than 10% increase in volumes of member/patient Between a 5% and 103 increase in volumes of member/patient clinical Less than 5% increase in volumes of member/patient clinical
clinical complaints complaints. complaints
Technology System enhancementnew systems implemented without ‘System enhancementinew systems implemented without some Minor delays in implementation of new/enhanced
major functionality functionality
Severe business disruption Moderate business disruption Minor business disruption
Systematic instances of key management information being ‘Some instances of key management information being misleading Isolated instances of key management information being
misleading misleading
LIKELIHOOD
Al Highly Likely Possible Unlikely
Systematic Occasional

On-going
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Risk Assessment Detall

Example

HealthPlan

Business Risk.

Risk | Likelihood Impact | RiskAssessment T Key Controls
ega Process: Mana perations
uiries, Complaints an__d Request

O

[Failure to provide timely and accurate resolutions Low Moderate
Lack of sufficient access to pertinent information required to resolve! Low Low
[Failure to identify, implement and comply with varying regulatory Moderate Moderate
requirements
[Cack of sufficient resources necessary to devote the necessary Moderate Moderate Moderate
lamount of time to each customer
[Failure to appropriately classify inquires so as to facilitate the Low Moderate Tow
dentification of recurring trends and facilitate process improvement
[Failure of other business units to notify member services when Low Moderate Low
communications are made to members which could lead to questions
or inguires
[Providing wrong, inaccurate, or inconsistent information to members Moderate Moderate Moderate
[nsufficient training resources (time and complexity) to adequately Moderate Moderate
prepare service reps to meet expectations and needs of members
Inconsistent decision making when resolving member issues Low Low
[Cack of internal resolution to member complaints, leading to Moderate
complaints to regulator and potential for focused extemal review
and/or negative publicity
inefficiencies related to high staff twumover and low job satisfaction in

Jentry level service positions
[Failure 1o effectively execute business continuity plans, leading o Low Moderate
service disruption and customer
[Failure to comply with performance guarantees leading to reduced Moderate Moderate Moderate

anation in plan design and complexity may be more numerous and Moderate Moderate
rapidly developed than member services can educate for
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Risk Assessment Summary

Example

Risk Assessment

Assurance Mapping Repor

Enterprise

Develop and Maintain the Market | —

Market the Organization
Develop Care Delivery and Plan Products and Services
Sell Care Delivery and Plan Products and Services
Evaluate Product and Service Performance
Manage Employer Groups
Manage Underwriting

Develop & Manage Plan Network & Contracted Plan

Operations
Develop Plan Delivery Strategies
Develop and Manage the Plan Delivery Network
Manage Quality & Utilization Management

Manage Health Plan Operations
Manage Benefit Set-up
Manage Provider Set-up
Manage Member Inquiries, Complaints and Request
Manage Billing and Collecting Premiums
Manage Member Enrollment
Manage Claims Administration
Manage Pharmacy Administration

Manage Regulatory and Legal Matters
Manage Regulatory Relationships
Manage Litigation
Manage Governmental Affairs
Risk Management
Integrity & Control Consciousness

Manage Information Systems, Technology
Develop IT Infrastructure
Developing and Delivering Solutions
Operating the Environment
Data Storage and Maintenance
Organizing and Monitoring Processes
E-Business

I

Legend

Assessment
Hi
Moderate

Low
Not Applicable
Not Assessed
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Audit Tool — Risk/Control Matrix

Example
INTERNAL AUDIT DEPARTMENT
[Project Name] [Project Type]
Risk Control Matrix

Business Objective: Insert objective statement

Risk Risk Control Evaluation of Test of Test Plan
# Adequacy Effectiveness
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Risk/Control Matrix — Practical Tips

* Audit team:

Reviews the following sources to identify risks for the audit:
» Risk assessment, previous audit reports, industry information

Meets with these areas to validate risks and identify controls:
» Business unit, legal, compliance, government programs, IS&T

Assesses if controls are adequately designed to mitigate
risks

Develops and performs tests to determine effectiveness of
controls

Develops report issues — are controls inadequately designed
or ineffective?

— Includes management’s action plans in report
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Issue Tracking Tool

Example

Plan, Foundation, Administration Quarterly YTD Risk Assessment

Health Plans

Foundations Central/Administration

Nature of Incident

Adverse/Never/Sentinel Events
Business Liabillty Incidents
Incidents and Claims

Business Litigation
EEO Claims and Charges
Em| Ion ent Litigation

Professional Liability Litigation Claims

Business Practices

Conflicts of Interest
Employee Relations
Patient Care
Privacy

Securit

‘Audit Observations on pss)
|_Past Due Observalions cionlars
[TOTALS

17
Issue Tracking Tool — Practical Tips
» Update quarterly by Legal, Compliance and Internal
Audit
» Review quarterly at risk management committee
» Assign follow-up if trends are noted
* Report follow-up and corrective actions to committee
H{IGA
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What are the main challenges?

Supporting auditing and monitoring activities with appropriate
resources

Balancing operational priorities
Defining and communicating roles

Coordinating activities for coverage and effectiveness

Practical Tips

 Integrate effective monitoring into department’s for critical areas
« Implement ongoing auditing — smaller samples

« Develop routine reporting of results

¢ Create annual work plans (annual work plans for Internal Audit,
Compliance, Legal and Government Programs) — focus on risk areas
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What other areas of integration should be considered?

Compliance * Quality Management
Internal Audit » Sarbanes Oxley
Government Programs ¢ Special Investigation Unit

Legal

Practical Tips

« Meeting with Government Programs, Internal Audit and Compliance
(quarterly)

* Meeting with Internal Audit and SOX (monthly)

« Meeting with Compliance, Internal Audit, and Government Programs to
discuss priorities and annual plans (annually)

« Meeting with SIU, Internal Audit, Compliance, Business Units
(quarterly)

» Risk management oversight committee (quarterly)
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Questions for discussion
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