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Privacy Breaches that You Never Dreamed Could 

Happen:

The Unusual, the Funny (Well, Sort of) and 

the Dysfunctional Marketing Ploy

SPEAKER: Debi Hinson, MBA, RRT, CHC, CHP, CCEP
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Disclaimer

Incidents described in this presentation have been 
chosen specifically to avoid any violation of 
confidentiality or policy of either the persons or 
organizations involved.  The breaches mentioned 
occurred during my 30+ year career and are not 
limited to nor necessarily related to any particular 
affiliated organization and/or may have been 
discovered as a matter of public record.  Some 
incidents described occurred prior to the 
implementation of the HIPAA Privacy and Security 
Rules.
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Let’s Start With a Few of the Funnies…

During a routine electronic audit of records accesses of 
“same name looking at same last name records”…

A Respiratory Therapist was asked about the access in 
question and his response was, “It could not have been 
me, I never access patient records.”

An audit revealed an employee had accessed their own 
electronic record while a patient in the hospital.  When 
questioned, the employee’s response was, “I can’t be 
held responsible because I was on drugs.”
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How Does a Breach Occur?
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How Does a Breach Occur?
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Could This Happen at Your Organization?

'(��	)*����
� ���	�������
	��	�	
��
�����	��������	����	�	��
�	��	
�������
+ ����
	���	�����
	�����

	
�
��	���	��
�����	����	$�
�����	��
	
�����
	��	��
��		

,
	�	 ���� �	
��	���������	�������
	���	
����	����	����	��
�	������
��	����	
��� �-

,	(.�/	0(1.2	�
��	�	��
�����	��	���	�0,

�'3�
�����	4��
�+
	4����	,��������	(���	�������
	(� ��	(���	3��	,� 0�-
�
�
���
������
���� �	5�
��	)�	)667�	��,)8!



4

www.hcca-info.org | 888-580-8373 7

How Does a Breach Occur?
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WHY Does a Breach Occur?
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Privacy Breaches
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WHY Do Privacy Breaches Occur?
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“Breaking the rules is wrong …” “Once is once too 
many…” “Yes, you are hurting someone –
yourself!” “Do you want to take the chance to lose 
your job, to pay a big fine, to go to jail??” …. 
……“ALWAYS DO THE RIGHT THING!!”
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The Dysfunctional Marketing Ploy

It’s Friday around noon and you get a 
phone call …

“This lady says she has what?” …

…“She found patient records where?”
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The Dysfunctional Marketing Ploy

ACME Shredding Company*
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The Dysfunctional Marketing Ploy

ACME Shredding Company
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The Dysfunctional Marketing Ploy
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The Dysfunctional Marketing Ploy

“I really don’t remember where I was when I saw them, but 
I stopped and picked up about a hundred of them but had 
to leave the rest.”
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The Dysfunctional Marketing Ploy
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Investigating a Privacy Breach
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Protection of Patient PHI & Company Property
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Potential Criminal Liability for Privacy/Security Breach
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$50K + 1yr imprisonment: knowingly obtains or discloses PHI in violation of HIPAA.

$100K + 5yrs imprisonment: wrongful conduct involves false pretenses.

$250K + 10yrs imprisonment: wrongful conduct involves intent to sell, transfer or use 
PHI for commercial advantage, personal gain, or malicious harm.
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EXCELLENT REFERENCES

• http://www.worldprivacyforum.org
• http://www.healthprivacy.org
• http://ihcrp.georgetown.edu/privacy/records.html
• http://hipaa.yale.edu/
• http://www.hipaadvisory.com
• http://hipaa.dhhs.state.nc.us/
• http://www.hhs.gov/ocr/privacysummary.pdf
• http://consumer.gov/idtheft/con_steps.htm
• https://rn.ftc.gov/pls/dod/widtpubl$.startup?Z_ORG_COD

E=PU03

debi.hinson@comcast.net


