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Information Security Overview

Information Security

Strategic prioritization of goals, and Effective technology
definition of objectives adoption

Optimized Security operations
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Support,
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response
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Security
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management

Continued audit
and compliance
processes

Vulnerability and
infrastructure
assessment




Starting with Policy

» Define Guiding Principles
— Regulatory guides
— Standards based guides

» Define Control Objectives and Assets
— What do we have?
— What are we protecting?

» Develop Policy
— Define ‘acceptable use’
— Mandate procedure inline with guiding principles

» User Training
— New Employee Orientation
— Cyclical Training and Education
— Awareness Program

+ Design an Operations Framework to Manage Security
— Security Event Management
— Incident Response
— Audit Trail
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Developing the Operational Framework

* Who defines the security budget?

» Who executes the security budget?

+  Who owns implementation/integration?

* How is the analyst role fulfilled?

+  Who quantifies ‘risk’ within the organization? Outside the organization?
* Who owns event management and monitoring?

* How is incident response initiated and escalated?
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Security Operations — Event Management
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Securing the Network

Operations:
*Monitoring

+Assessment

*Response

Security
Policy

Improve jll<— - Monitor

Strategy:
*Architecture
*Engineering

sImplementation
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Typical Security Monitoring

Most Environments:

* Firewall

« IDS/IPS

* VPN Concentrators

* Host based (AV, HIPS, agents)

Example:

» Firewall log

« IPS log

* Host based solutions, mgmt
consoles, native log formats
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Event Management
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Host/ Application Protection Perimeter Protection

Network Protection

Secure "
Event Detection
: (Syslog, SNMP Trap, Element Management Tools)
Event Correlatio
Improve [ll<—»/ Security <> Monitor
Policy
| Meaningful Security Monitoring




The Dashboard — 24 Hour Summary

|Page Refresh Rate |

15 minutes [v]

24 Hour Events

W netflow 760,538

M cvents 250,976
Sessions 798,097

Reduction
[24 Hour Incidents
MW High 9 2%
Medium 151 47%
B Low 49%
Total 100%
All False Po
M Tobe 0%
confirmed
System 847 0%

determined
logged 2,997,183 99%

<[tl ‘ Determines how frequently page updates.

Discrete flows received from network devices
Number of discrete events received
Number of sessions created from events

Receive events
(SNMP, syslog, etc)

Sod s

‘ Correlate eventsinto sessions

PR

M oropped 0 0%

User 3,822 0% ‘ Compare session to rules ‘

cenfirmed

Total 3,002,356 100%
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Assessment and Audit Approach

Assessment Phase Transitioning through to
Strategy:

Business Requirements, Objectives, and Guiding Principles

Evaluate Current Plans, Designs, and Work in Progress

Describe IT Technology

Defining IT Technology and Qp
l— L=

nternet and
Perimeter
Wireless LAN
Infrastructure
Vulnerability
Assessment
Data Center
Remote Access
Mobile, Wireless,
and PDA

|

Develop Future State Targets

Prioritize Sub-components

Recommendation i i
i . Risk Matrix
Quick Fixes Groupings

Best
Practices

Technology
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e — = ———— d E:> m Observations
Assessment of IT Technology Sub-component Current State = and
=

Recommendations

Plan Integration, Prioritization, Review, and Communications
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Assessment Roadmap

Risk Matrix: Business Risk
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Transitioning into Strategy: Example Security Assessment Mitigation Roadmap

Business X Security Roadmap
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