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Threats to Patient Privacy

e Password security
o Staff Inappropriately accessing PHI
e« Camera phones
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Camera Phones - why is this a challenge?

« Availablility

 Physician/Staff Culture

e Hard to track or monitor usage
e Ease of distribution

e Some Legitimate Purposes

* |nteresting cases

 People like to share stories
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So how do we address the challenges?

Balancing Act
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Recipe for solving problems

1. Identify Key Stakeholders
2. Meet with Stakeholders

Addresses:

e Physician / Staff Culture

« Some Legitimate Purposes
e Interesting Cases

3. Draft a Policy and Get it Reviewed
Addresses:
e Availability
« Hard to Track or Monitor usage
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Recipe for solving problems (contq)

4. Get the Policy Approved

5. Educate Staff and Physicians on the New Policy
Addresses:
o Avallability
 Physician / Staff Culture
e Ease of Distribution
 People Like to Share Stories
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Recipe for solving problems (contq)

6. Educate Visitors through Notices or Publications
Addresses:
o Avallability
« Hard to Track or Monitor Usage
e Ease of Distribution
 People Like to Share Stories

7. Monitor

Addresses:
 Hard to Track or Monitor Usage

www.hcca-info.org | 888-580-8373 8



Recipe for solving problems

1) Ildentify key stakeholders

2) Meet with stakeholders

3) Draft a policy and get it reviewed

4) Get the policy approved

5) Educate staff and physicians on the new policy
6) Educate visitors through notices or publications

7) Monitor
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1.) Identify Key Stakeholders

 Who are they?
— Chief Medical Officer and Chief Nursing Officer
— Emergency department
— Surgeons
— Labor and Delivery
— Security
— Medical Staff
— Nursing Leadership
— Patient Rights Committee/Quality
— Media Relations/Public Affairs
— Health Information Management
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2.) Meet with stakeholders

1. Set the rules

— HIPAA Privacy
 General rule 164.502(a) - Exception for health care operations
* Authorization requirements 164.508(c)

— HIPAA Security
 164.306(a) - Risk management
« 164.308(a)(1)(i))(B) - General requirements
« 164.308(a)(4)(i) - Information access management
 164.310(c) - Workstation security

— JCAHO standards
 JCAHO Patient Rights, Responsibilities and Ethics 8RI1.2.50
 Elements

Consistent with Medicare Conditions of Participation, Interpretive Guidelines 88 482.13(c)(1), (d)(1)

2. ldentify legitimate needs
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2.) Meet with stakeholders (conta)

3. Get input for developing guidelines

— Questions to consider:

Do you want to eliminate all employee and physician use of
camera cell phones?

 Who can order a photograph to be taken when consent is not
required under the rules?

 What safeguards are necessary to ensure that pictures are taken
by visitors do not violate the privacy of other patients?

* Who will monitor the use of cameras by visitors?

4. Explore options and solutions

— Seek agreement on the premise — do we all agree that it is
Inappropriate for camera phones to be used?

— Seek agreement on the concept of how it will be done
— Establish rules as the boundaries
— Offer an idea as a starting point
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3.) Draft a policy and get it reviewed

e What do you know now?

— Issues and concerns of stakeholders
— How to safeguard PHI
— Input regarding structure and format
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What should your policy include?

 The Rules

* Preference for consent to photograph
 A“download & delete” provision

e Default provision

e A supremacy clause/no inconsistency
* Be careful of potholes
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Other Things to Consider

e Shorter policy with guidelines

e Guidelines structured for policy drafting:
— Take away the fear of writing the policy
— Provides guidance for consideration of resulting policy.

— Provides a “menu” for departments to best fit their
needs.

* Review draft policy with stakeholders
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Get the Policy Approved

e Obtain Committee approvals
— ldentify all of the committees required
— Visit the committee(s) well before your vote comes up

— Talk with the person responsible for chairing or
arranging the committee

— Stack the deck in your favor
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Get the Policy Approved (conta)

* The differences between a digital camera and a
camera phone:
— Quality of Picture

— Camera phones are personal equipment, digital cameras
are hospital-owned

— Camera phones are mobile and almost always stay with
the person

— Sending images on a camera phone is easy

— Images downloaded to a network computer can be traced
and secured

— Emailed images require multiple deliberate actions and
conscious thought

— It is not perfect, but will better meet the reasonable test
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Implement the Policy and Educate Staff and Physicians

« Educating staff and physicians
— Create a memo
— Department manager meetings
— Medical Staff meetings
— Residents

— Specialized departmental training:
» Pediatrics
* Mother-baby/Labor and Delivery
 Emergency Department
e Trauma/Surgery
» Look for other known trouble areas

* Implementing the policy
— Purchase Digital Cameras
— Revise your Consent to Photograph
— Meet with Media Relations

www.hcca-info.org | 888-580-8373 18



Educating Visitors

e Goal:

Protect the privacy of all patients, particularly those who may,
iIntentionally or unintentionally, end up in a visitor’s photo

How are we going to get there?

— Put up notices
» Hospital entrances
» Department entrances
e Elevators
 Information/Security desk
» Cafeteria

— Handouts
— Empowered Staff
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Monitor Compliance

Check the cameras
Audit the Consent to Photograph

— Can visitors photograph patients here?

— Do you have a policy in this department for
photographing of patients?
— Do you allow camera phones?
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Ask guestions and keep your ears open:
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